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INFORMATION SHARING AGREEMENT (ISA) BETWEEN MEMBERS 
OF SEFTON’S SAFER COMMUNITIES PARTERSHIP (SSCP)

PURPOSE 

The further exchange of information between members of Sefton’s Safer Communities 
Partnership (SSCP), for the purpose of reducing crime & disorder, anti-social behaviour, 
drug and substance misuse, environmental crime and offending behaviour in furtherance 
of the delivery of the agreed Partnership Plan.

PARTNERS

Merseyside Police, Merseyside Police and Crime Commissioner, National Probation 
Service, Merseyside Community Rehabilitation Company, Crown Prosecution Service, 
Home Office Prison Service, contracted prisons & Young Offender Institutions, Sefton 
MBC, Merseyside Fire and Rescue Service, HM Court Services, North West Ambulance 
Service, Sefton Drugs Action Team, Sefton Youth Offending Service, Local Criminal 
Justice Board, Victim Support, Clinical Commissioning Groups, NHS Trusts & Mental 
Health Trusts, Sefton CVS & relevant voluntary agencies, Housing Associations and other 
Registered Social Landlords 

N.B:  FURTHER PARTNERS MAY BE ADDED TO THIS AGREEMENT AT ANY TIME WITH 
THE PERMISSION OF EXISTING PARTNERS AND WRITTEN AGREEMENT TO THE 
TERMS OF THIS INFORMATION SHARING AGREEMENT. ANY ADDITIONS TO THIS 
AGREEMENT WILL BE CONSOLIDATED INTO THE MAIN DOCUMENT FOLLOWING 
PLANNED REVIEWS.

Date Agreement comes into force: 06/11/2019

Date Agreement Review: 01/04/2021

Agreement Owner: Sefton MBC

Agreement drawn up by: Louise O’Rourke, Sefton MBC

Location of Agreement: Communities Department, Magdalen House

Protective Marking: Not Restricted

VERSION RECORD
Version No. 7
06/11/2019
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1. INTRODUCTION

This document constitutes the overarching Information Sharing Agreement (ISA) for the 
Sefton Safer Communities Partnership (SSCP), in order to fulfill its statutory obligation to 
reduce crime and disorder, achieve its performance targets and deliver the partnership 
plan.

The scope of this agreement is to clarify understanding in relation to each party's responsibilities 
towards other agencies and data subjects. 

Information sharing supports three important aspects of SSCP working:
• Understanding the problem – tackling the issues associated with crime, disorder, ASB, 
the misuse of drugs and alcohol, reducing re-offending and public reassurance requires 
the nature of each problem to be well understood. To understand the problem requires 
information to be brought together from a range of agencies. This entails exploring 
patterns relating to the problem, and then deciding on tactical, investigative or strategic 
responses, actions for managing the most harmful and problematic individuals, and for 
supporting those that are most vulnerable to victimisation.

• Multi-agency in content, multi-agency in outlook – considering the problem using 
information from a range of agencies rather from just one agency leads more naturally to 
a multi-agency response. If the problem is only considered from the view of a single 
agency then the natural reaction is often for that agency to be considered as the only one 
that is in a position to tackle the problem. The inclusion of information from a range of 
agencies helps them to identify the role that they can play in responding to the problem 
and delivering a more joined-up approach to addressing it.

• Supports partnership working – if the problem is considered using a range of agency 
information then this tends to overcome the reliance on one agency as the single source 
of information and sole purveyor of a solution to the problem. Relying on just one agency 
to provide information and respond to the problem with little input from other agencies 
can undermine the SSCP and the spirit of partnership working. 

2. BENEFITS OF INFORMATION SHARING

The benefits of sharing information are: 

a) Better-informed decision making and joined up working;
b) Improved inter-agency relationships;
c) Better profiling of crime and disorder activity to enable the more effective 

targeting of resources;
d) A more joined up approach to providing protection to the public;
e) Regular monitoring and evaluation of community safety initiatives;
f) Reduction in crime and disorder;
g) Economic savings achieved through coordinated partnership activity;
h) Best use of inter-agency resources.
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3. PURPOSE

3.1 The purpose of this Information Sharing Agreement is to:

 prevent crime, disorder and anti-social behaviour (ASB)
 reduce crime, disorder and anti-social behaviour (ASB)
 apprehend and prosecute offenders; 
 reduce re-offending;
 address issues associated with the misuse of drugs and alcohol
 enhance public reassurance and confidence in the services that are in place to 

improve community safety
 deliver the Partnership Plan.

3.2 The ISA seeks to:

a)   Facilitate the secure exchange of depersonalised and personalised information
      between signatory agencies,
b)   Govern the use and management of information by the Crime & Disorder Reduction 
      Partnership (CDRP) for the purposes of developing and implementing partnership 
      plans and tactics for crime and disorder reduction including anti-social and other 
      behaviour adversely affecting the environment, tackling substance misuse and adult 
      and youth offending,
c)   Support the actions of the CDRP’s multi-agency/problem solving groups involved in 
      tackling crime, anti-social behaviour and substance misuse,
d)   Support the development of secure information exchange to support victim & 
      offender management groups 
e)   Assist the work of the Youth Offending Service in developing and delivering the 
      Youth Justice Plan
f)    Assist the work of support agencies to tackle drug misuse,
g)   Assist the work of support agencies to tackle alcohol misuse,
h)   Support information exchange for the purposes of community fire safety,
i)    Assist the work of the Local Criminal Justice Delivery Board,
j)    Enable statutory authorities to effectively meet their obligations under Section 17
      of the 1998 Crime and Disorder Act and the amendments made by the Police and 
      Justice Act 2006,
k)   Ensure that the exchange of information, including by electronic means, is 
      undertaken securely and safely,
l)   Provide guidance on the storage, retrieval and disposal of information.

This ISA does not supersede existing information sharing protocols, although partner 
agencies should operate under this ISA wherever possible. Information exchange for 
Multi-Agency Public Protection Arrangements (MAPPA) and Safeguarding are excluded 
from this protocol as they are governed by national standards, which should be followed 
to ensure that the legal basis for sharing information can be demonstrated.

4. SCOPE
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4.1 Agencies involved in information sharing for community safety
The agencies to which information sharing for community safety is applicable are:- 

4.2 Responsible authorities
Responsible authorities are under a statutory duty to ensure that they come together and 
work in a Community Safety Partnership (CSP). To work in partnership requires 
information to be shared between these agencies.

The responsible authorities are:

•   District council, borough council, unitary authority or county council
•   Police force
•   Fire and Rescue Authority
•   Clinical Commissioning Groups
•   National Probation Service
 Community Rehabilitation Company

Responsible Authorities are required to work in co-operation with probation boards, parish 
councils, NHS Trusts, NHS Foundation Trusts, proprietors of independent schools and 
governing bodies of an institution within the further education sector. From 31 July 2007, 
Registered Social Landlords were made co-operating bodies with the responsible 
authorities of community safety partnerships. The Housing Act 2004 also amended 
Section 115 of the Crime and Disorder Act 1998 allowing the disclosure of information to 
Registered Social Landlords for the purposes associated with Section 1 of the Crime and 
Disorder Act which is in relation to anti-social behaviour. 

Responsible Authorities are expected to invite the co-operation of relevant local private, 
voluntary and community groups, including the public, to become involved partnership 
activity. Invitees asked to participate are drawn from agencies whose knowledge will 
assist CDRP members to reduce crime and anti-social behaviour more effectively. Access 
to information for these groups may be limited.

Section 5(3) of the Crime and Disorder Act provides descriptions of persons or bodies, at 
least one of which must be invited by the Responsible Authorities to participate in the 
exercise of the functions conferred by section 6 of that Act (primarily the development 
and delivery of a partnership strategy for the reduction of crime and disorder and tackling 
drug abuse).

Each responsible authority has the statutory duty to nominate a Designated Liaison 
Officer (see 9.2 & 9.4 below).

4.3 Co-operating bodies
Co-operating bodies are those agencies that are important in supporting the business 
processes of the CSP, including the development of intelligence and strategic 
assessments about community safety issues and the implementation of the Partnership 
Plan. To support the business processes of the CSP information needs to be shared 
between these agencies. 
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Section 5(2)(c) of the Crime and Disorder Act provides details of persons or bodies 
required to co-operate with the Responsible Authorities in their exercise of the functions 
conferred by section 6 of that Act.

The co-operating bodies, prescribed by order, are:

• Parish councils
• NHS Trusts
• NHS Foundation Trusts
• Registered Social Landlords
• Proprietors of independent schools
• Governing bodies of schools and further education institutions
• Agencies appropriate for the particular location or circumstances of the SSCP 
  (e.g. the Forestry Commission).

4.4 Relevant authorities
The effect of Section 115 of the Crime and Disorder Act 1998 is to allow information to be 
shared for the purposes of community safety between a number of ‘relevant authorities’. 
The relevant authorities are defined as:

•   Police forces
•   Police and Crime Commissioner
•   Local authorities – unitary authorities and district, borough and count councils
•   Probation Boards and Trusts
•   Fire and Rescue authorities
•   Health authorities – Clinical Commissioning Groups, NHS
    Trust, and NHS Foundation Trusts
•   Registered Social Landlords (by virtue of Section 219 of the Housing Act 2004)

Relevant Authorities Cooperating Authorities Responsible Authorities
Police force Police force
Police and Crime 
Commissioner
Local authority (unitary 
authority)

Unitary authority

Fire and Rescue Authority Fire and Rescue Authority
National Probation Service National Probation Service
Community Rehabilitation 
Company 

Community Rehabilitation 
Company

Health authorities – 
Clinical Commissioning 
Groups, NHS Trust, and 
NHS Foundation Trusts 

NHS Foundation Trusts / 
NHS Trusts

Clinical Commissioning Groups

Registered Social Landlords Registered Social Landlords 
Parish councils 
Proprietors of independent 
schools 
Governing bodies of schools 
and further education 
institutions 
Agencies appropriate to the 
area
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4.5 Information sharing with agencies outside the SSCP’s jurisdictional area
There will be occasions when agencies will need to make (or receive), requests for 
personal information from agencies operating outside the jurisdictional area covered by 
the protocol. This could include a neighbouring police force or local council. On these 
occasions, and in accordance with the Data Protection Act, information sharing is 
possible, but only within the conditions of the ISPs for each of the relevant jurisdictional 
areas for the Community Safety Partnerships that wish to share this information. With due 
regard to the Data Protection Act restriction confining information exchange to the 
European Economic Area, the principles of this protocol continue to apply and exchange 
should take place between appropriate Responsible Authorities in the two areas.

4.6 Involvement of external agencies in the protocol
This protocol does not cover every exchange of information. Release of information for 
analysis and evaluation by external researchers, (by universities or consultants), or 
subcontractors requires a formal written agreement. Careful consideration should always 
be given to the necessity of sharing personal information. Responsibility for ensuring 
compliance and security rests with the agency that subcontracts the work. They must 
ensure that the subcontractor is obliged to fully comply with the relevant legislation as 
outlined in Section 7 & 8 of this Protocol.

5. ISA PARTNERSHIP

5.1 This ISA designates two levels of agency determined by the extent of their 
involvement with CDRP and criminal justice activity:

 Level A Partners
 Level B Partners

5.2 Level A partners, who will play a central role in the sharing of information for 
community safety, are:

 Merseyside Police
 Merseyside Police and Crime Commissioner
 Sefton MBC
 Merseyside Fire and Rescue Service
 National Probation service
 Clinical Commissioning Groups
 NHS Trusts
 Mental Health Trusts
 Mersey Regional Ambulance Service
 Youth Offending Service
 Local Criminal Justice Board
 Crown Prosecution Service
 HM Courts
 HM Prison Service and contracted prisons
 Young Offender Institutions
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 Housing Associations and other Registered Social Landlords
 Victim Support
 Voluntary agencies who provide specialist services such as those for drug and 

alcohol treatment, and victim support for sexual assault and domestic abuse.

In most cases the exchange of personal information is likely to take place between 
Level A partners and it is strongly recommended that electronic exchange is restricted 
to this group.
5.5 Housing Associations and other Registered Social Landlords
Housing Associations and other Registered Social Landlords are designated as Level A 
partners since they are empowered under the Anti-Social Behaviour Act to take 
appropriate action in relation to anti-social behaviour from their tenants.  Registered 
Social Landlords are also designated as cooperating bodies. Where housing authorities 
are seeking injunctions under the Housing Act the separate protocols established 
between each RSL and the Police should govern the process for information exchange.
may have changed – have included where I know difference but don’t have addresses
5.6 Voluntary Sector
Voluntary sector agencies will increasingly provide key support services essential for the 
functioning of the CDRP and DAT. Services commissioned to provide support for drug 
and alcohol treatment, sexual assaults and domestic abuse should be signatories to the 
protocol as Level A partners. When services are being commissioned it is recommended 
that all service level agreements set out the requirement for information sharing and being 
a signatory to the ISP.

5.7 Level B partners are those that are only required to share information on a very 
occasional basis, and are most often not required to share personal information. This may 
include local business and community groups, and other voluntary groups who do not 
provide specialist services.

Level B partners are designated as any other agencies that are signatories to this 
Protocol. Most Level B partners are less likely to take a central role with the processes 
for sharing personalised information but may use the protocol for sharing depersonalised 
data.

5.8 Any agency wishing to become a ‘partner’ (and hence involved in information sharing) 
may only do so with the consent of all the responsible authorities. Any other agency 
wishing to become a Level A partner can only do so with consent from all of the 
responsible authorities which are signatories to this protocol.

6. RESPONSIBILITIES OF SIGNATORIES

6.1 It is the responsibility of signatories to ensure that:
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a) They are correctly registered with the Information Commissioner for sharing 
personal information;

b) The data protection principles are upheld;
c) The information shared is kept secure and confidential;
d) Data is accurate and up to date;
e) Realistic expectations prevail from the outset;
f) Professional ethical standards are maintained;
g) A mechanism exists by which the flow of information can be controlled;
h) Appropriate staff training is provided on this protocol;
i) Adequate arrangements exist to test adherence to the protocol;
j) Records are maintained of decisions to share or withhold information;
k) All instances of non-compliance and any breaches of the ISP are addressed.

6.2 The Information Sharing Agreement should be signed by the Chief Officer or Data 
Controller for that organisation as defined by the Data Protection Act. All signatories must 
ensure that the protocol is fully implemented within their organisation and should develop 
procedures to ensure that all staff are aware of the issues around information sharing, 
and all Designated Officers (see 9.2 & 9.4 for explanation of this role) are conversant with 
the ISP and their responsibilities.

7. THE LEGAL FRAMEWORK FOR SHARING & EXCHANGING INFORMATION

7.1 Legislation: Powers for sharing information
Many legal powers enable or require information to be shared.   This agreement fulfils the 
requirements of the following legislation:

 Serious Crime Act 2015
 The Protection from Harassment Act 1997
 The Crime and Disorder Act 1998
 The Police and Justice Act 2006, and the Crime and Disorder (Overview and 

Scrutiny) Regulations 2009 made under the Act
 The Criminal Justice and Court Service Act 2000
 Common Law Powers of Disclosure
 The Rehabilitation of Offenders Act 1974
 The Human Rights Act 1998
 Data Protection Act 2018
 Regulation(EU) 2016/679 – General Data Protection Regulation (GDPR)
 Children Act 2006
 Freedom of Information Act 2000
 Common Law Duty of Confidence
 Housing Act 1985 & 1988
 Housing Act 1996, for Registered Social Landlords
 Homelessness Act 2002
 The Civil Evidence Act 1995
 Mental Health Act 1983, for the health sector
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 Health and Social Care Act 2001, for health and social services
 Education Act 1996
 NHS and Community Care Act 1990
 Sex Offenders Act 1997

Information, which has been obtained and/or recorded for the purposes of the SSCP and 
its work, will not be used by any of the participating agencies for any other purpose.

Signatory agencies agree to disclose information to relevant partner agencies under 
Section 115 of the Crime and Disorder Act 1998 where disclosure is for the purposes of 
a provision of the Act, and in accordance with any other relevant legislation.  This 
agreement extends to those acting on behalf of a relevant authority to formulate or 
implement the crime and disorder strategy. 

If it is necessary for any participating agency to use or disclose the information for a 
purpose other than in accordance with this agreement, they must ensure that their 
agency's notification with the Information Commissioner covers the additional use.  They 
will also initially attempt to obtain the explicit consent of the data subject.  If they are 
unable to obtain consent another appropriate Article 6 condition must be used where 
appropriate, and if processing sensitive personal information an appropriate GDPR/ DPA 
schedule 1 condition must be met (see Appendices B & C).  Where either the agency's 
notification does not cover the further processing or they are unable to meet an 
appropriate GDPR/schedule 1 condition, the processing will be unlawful in that it will fail 
to meet the requirements of the 1st principle contained in the Data Protection Act 2018.  
Where the information has been provided by one of the participating agencies, that 
agency must be consulted before the information can be so used or disclosed.  

7.2 Information to be shared
All information shared within the SSCP must be justified on the merits of each individual 
case.

SSCP members will only record and share information that is necessary and relevant for 
the purposes of the SSCP, to enable effective risk assessment and risk management to 
occur. Where information is received which is considered to be relevant criminal 
intelligence, it will be recorded on Merseyside Police intelligence systems and be subject 
to standard procedures for evaluation, retention and dissemination. 

The agencies receiving data within the SSCP will not use it for any purpose other than 
that set out in this agreement, nor share it with any other party, without the disclosing 
partner's permission.  However, the agreement recognises that relevant information must 
be shared with Criminal, Civil and Family courts as defined in legislation and that this duty 
supersedes the SSCP ISA.  Data will only be shared with the Criminal, Civil and Family 
Justice Courts when it is requested by the Court itself, and will not be provided to third 
parties including an individual’s legal teams.  Where information is received that is 
necessary for criminal, civil and family court purposes this will be shared and stored as 
appropriate, following standard procedures.
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Within this agreement, information that is shared between agencies will be considered to 
be Confidential Data.  This may include any of the following types of personal data:

 Personal details including the name, age, address, health arrangements and 
description of victims, perpetrators, family members & witnesses and offender 
information including criminal convictions

 Personal and family circumstances
 Antecedent and conviction history
 Details of current lifestyle
 Criminal intelligence
 Details of any previous support and responses to interventions provided, including 

the rejection of support, retraction of police statements and court action etc.
 Details of any drug habit or dependency and previous response to treatment
 Details of any previous probation history and response to supervision.

In order to comply with the fair processing element of the first Data Protection principle, 
consideration should be given to advising non-offenders what will happen to their 
personal information, e.g. who it will be shared with, under which circumstances, retention 
period and anything else to make the processing fair.

Processing of Confidential Data will include:
 Reading or viewing information held on computer or displayed by some other 

electronic means
 Reading or viewing manually held information in written, printed or photographic 

form 
 Overhearing any radio, telephone or verbal communication,
 The information disclosed between the Parties will be the minimum required to 

achieve the objectives of the SSCP.

Merseyside Police as a partner reserve the right to withhold information where disclosure 
would be prejudicial to an ongoing police investigation, in circumstances where sub-judice 
arises, in circumstances where the data subject has indicated that s/he wishes to remain 
anonymous, where a duty of confidence exists between Merseyside police and the data 
subject, in cases where there are issues of sensitivity, to protect vulnerable witnesses or 
where public interest immunity applies.

7.3 Data
Relevant information, within the context of SSCP, will normally comprise of personal data 
and possibly special category data, as defined within the Data Protection Act 2018 and 
the GDPR, in addition to other related information (non-personal data).

The following sections set out the different forms of data that may be shared, highlighting 
the different handling and protection requirements that will apply:

7.4 Non-personal data
Non-personal data is data that does not, nor has ever, referred to individuals. It will often 
be aggregate data derived from personal, non-personal and depersonalised data. 
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Signatories can use non-personal data for crime-mapping purposes, within the remit of 
the Crime and Disorder Act 1998.

Non-personal data held may be subject to the provisions of the Freedom of Information 
Act 2000, and there may be a duty to disclose this data to a third party if a request is 
made under the Act. 

7.5 Depersonalised/pseudonymised data
Depersonalised or pseudonymised data encompasses any information that does not and 
cannot be used to establish the identity of a living person, having had all identifiers 
removed. The Information Commission has stated that even a post-code or address can 
reveal the identity of an individual and it may be possible for an individual's identity to be 
revealed by comparing several sets of depersonalised data.

Pseudonymisation being the process of distinguishing individuals in a dataset by using a 
unique identifier which does not reveal their ‘real world’ identity.

There are no legal restrictions on the exchange of depersonalised data, although a duty 
of confidence may apply in certain circumstances. A copyright, contractual or other legal 
restriction may prevent the information being disclosed to partners. This is to be decided 
on a case-by-case basis by the disclosing agency.

At the time data is collected, subjects should be informed about how anonymised data on 
them may be used.

7.6 Personal data 
Personal data is information that relates to an identified or identifiable living individual 
who can be identified directly or indirectly from that data and any other data in an agency's 
possession. 

Personal data will be clearly identified and kept securely within a password protected 
computer system or otherwise physically secure with appropriate levels of staff access. 
Signatory agencies will destroy all personal data when no longer required for the purpose 
for which it was provided, subject to retention policies. 

For audit purposes, all grounds for the disclosure of personal information under this 
agreement will be formally recorded and partners will process information fairly and 
objectively in every case. 

Agencies will only disclose sufficient information to enable partners to carry out the 
relevant purpose for which the data is required.  This will be determined on a case-by-
case basis, through negotiation between disclosing and receiving partners where 
necessary.

Signatories undertake that Part 4 Chapter 2 of the Data Protection Act 2018 (Appendix 
B) will be satisfied where it is necessary to process personal data.

7.7 Special category personal data 
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Special category data is that which falls into any of the following categories:
 Criminal offences or proceedings
 Racial or ethnic origin
 Sexual preference/sexual orientation
 Physical or mental health
 Membership of a trade union
 Political or religious/faith beliefs
 Genetic/biometric data

Any disclosure of special category data by a partner agency must be restricted to the 
minimum necessary to achieve the purpose and be as generalised as possible.

Signatories undertake that Article 9 of the GDPR and schedule 1 of the Data Protection 
Act 2018 will be satisfied where it is necessary to process special category data 
(Appendices B & C).

The conditions set out in Article 9 of the GDPR and Schedule 1 of the Data Protection Act 
2018, which must be satisfied before each item of special category data can be fairly 
processed, will include: 

 that the data subject has given his/her explicit consent to the processing of the 
personal data

 the processing is necessary to protect the vital interests of the data subject or 
another person in a case where the consent cannot be given or the data controller 
cannot reasonably be expected to obtain the consent of the data subject or where 
the processing is necessary to protect the vital interests of another person in a 
case where consent by or on behalf of the data subject has been unreasonably 
withheld

 processing is necessary for the purpose of the prevention or detection of an 
unlawful act;

 processing is necessary in the exercise of a statutory function by the Crown or a 
governmental department

 processing is necessary for the purpose of protecting an individual from neglect or 
physical or emotional harm or protecting the physical, mental or emotional well-
being of an individual and consent cannot begiven or the data controller cannot 
reasonably be expected to obtain the consent of the data subject or obtaining 
consent of the data subject would prejudice the protection from harm 

7.8 Data Sharing
This section of the agreement provides an explanation of how the relevant provisions of 
the Crime and Disorder, Data Protection, and Human Rights Acts will be interpreted for 
the purposes of implementing the SSCP and its work.

Section 115 of the Crime and Disorder Act 1998 provides a lawful power, or gateway, to 
disclose to a relevant authority where it is necessary or expedient for the purposes of any 
provision of the Act. This should normally include disclosure for the purposes of the 
SSCP. Section 115 does not override other legal requirements and, although the Act 
creates a situation where the disclosure of information may be lawful, the presumption of 
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confidentiality will still apply and personal information will only be shared in a particular 
case when the disclosing partner is satisfied that:

 The proposed disclosure is in accordance with the principles of the GDPR and 
Data Protection Act 2018

 The relevant conditions of Article 6 of the GDPR have been satisfied
 The disclosure reflects the common law duty of confidentiality and any other 

relevant legislation, where appropriate.
 
Partners can also disclose, on a case-by-case basis, for the following reasons provided 
there is a lawful basis for disclosure and where there is a substantial chance that one of 
the following purposes would be prejudiced:

 To prevent or detect crime
 To apprehend or prosecute offenders
 If it is required by law

When disclosure is required, signatory agencies agree to ensure that:
 Information will be processed lawfully and fairly
 The public interest is of sufficient weight to over-ride the presumption of 

confidentiality and to justify any interference with the right to privacy in Article 8 of 
the European Convention of Human Rights

 A disclosure is necessary to support the SSCP under the Crime and Disorder Act 
1998

 All disclosures will have regard to specific statutory restrictions on disclosure

7.9 Consent 
It should not be assumed that consent is essential in order for agencies to share 
information in support of the SSCP and its work.

Obtaining consent remains a matter of good practice and in circumstances where it is 
appropriate and possible, fully informed and explicit consent should be sought from and 
freely given by the data subject.

However, in many cases the aims of the SSCP might be prejudiced if agencies were to 
seek consent. In such cases the disclosing agency must consider possible grounds to 
override the consent issue. It is possible to disclose personal information without consent 
if this is in the defined category of public interest.

7.10 Public Interest
If consent has been sought and refused, or if it would prejudice the aims of the SSCP to 
seek consent, an overriding public interest may justify disclosure. 

Public Interest Criteria includes: 
 The prevention and detection of crime (Crime and Disorder Act 1998)
 The prevention/detection of crime and/or apprehension or prosecution of 

offenders (DPA, Schedule 2, Part1)
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 To protect vital interests of the data subject; serious harm or matter of life or 
death (GDPR Article 6)

 Processing is necessary for the purposes of protecting an individual from neglect 
or physical, mental or emotional harm or protecting the physical, mental or 
emotional well-being of an individual (DPA Sch.1)

 For the administration of justice (e.g. bringing perpetrators to justice) (DPA, 
Sch.1)

 For the exercise of functions conferred on any person by or under any enactment 
(police/social services) (DPA, Sch. 1)

 In accordance with a court order
 Overriding public interest (Common law)

When judging the public interest, the following will be considered:
 Is the intended disclosure proportionate to the intended aim?
 What is the vulnerability of those who are at risk?
 What is the impact of disclosure likely to be on the offender?
 Is there another equally effective means of achieving the same aim?
 Is the disclosure necessary to prevent or detect crime and uphold the rights and 

freedoms of the public?
 Is it necessary to disclose the information, to protect other vulnerable people?
 The rule of proportionality should be applied to ensure that a fair balance is 

achieved between the public interest and the rights of the data subject.

7.11 Victims and witnesses
Partners will only disclose personal data relating to a subject, informant or witness with 
fully informed and explicit written consent of the data subject, unless there is an overriding 
public interest in disclosure.

7.12 Human Rights Act 1998
Article 8 of the European Convention on Human Rights states that everyone has the right 
to respect for their private and family life, home, and their correspondence and that there 
shall be no interference by a public authority with this right except as in accordance with 
the law and is necessary in a democratic society in the interests of:

 National security
 Public security
 Economic well-being of the country
 The prevention of crime and disorder
 The protection of health or morals
 The protection of the rights or freedoms of others

In order to ensure that a fair balance is achieved between the protection of the individual's 
rights and the general interests of society, the Convention therefore requires the 
disclosing agency to consider whether any disclosure is proportionate. Keeping a record 
of the decision to disclose and the matters considered in coming to the decision will assist 
in any challenge.

7.13 Confidentiality
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Information will only be used for the purpose for which it was requested, and will be 
securely stored and destroyed when it is no longer required. An agency receiving data 
will not share it with any other party without the disclosing partner’s permission and all 
parties wishing to share information under this agreement will be bound by its terms upon 
becoming a signatory.

7.14 Cautions and Convictions
The prevention of crime and administration of justice, as provided for in the Crime and 
Disorder Act 1998, are obviously in the public interest and may provide the grounds upon 
which a disclosure of criminal convictions can be justified.

Details of convictions recorded on the Police National Computer (PNC), or retained on 
file by signatory agencies, can be released to another designated officer where this is 
justified in the public interest, to support proceedings under the Crime and Disorder 1998. 
Great care must be taken to ensure conviction data is accurate, up to date and relevant 
to an enquiry before it is released.

7.15 Disclosure Requests
Requests for disclosure must be made in writing.

Access to information obtained through this agreement, other than by Designated SSCP 
Representatives must be limited to employees whose work is directly related to the aim 
for which the data was obtained and those working within the crime reduction programme 
or field.

7.16 Publication
When requested, this agreement should be made available to the general public for clarity 
of purpose and transparency. 

7.17 Media Handling
Partner agencies will aim for a consistent approach to media enquiries through their press 
and media officers, where appropriate. Staff should respect the requirement for 
confidentiality and discretion and should not express personal views.

7.18 Security and Data Management
Signatories to this agreement must ensure they have adequate security arrangements in 
place to protect the integrity and confidentiality of the information held.

Signatory agencies agree that personal information disclosed must not be emailed over 
internet links unless the disclosing and receiving agency use one of the six recognised 
secure sites:-

 pnn.police.uk
 gsi.gov.uk
 gcsx.gov.uk
 gss.net.uk
 cjsm.net
 nhs.net
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When SSCP information is stored on a computer system, electronic files must be 
password protected with provisions to ensure system security. Paper copies must be 
stored securely within a secure environment. 

Any computer system holding personal information must be auditable. The audit trail must 
contain, as a minimum, who accessed the data, the information viewed and the time and 
date. 

8. REVIEW OF THE INFORMATION SHARING AGREEMENT

The ISA will be reviewed on a biennial basis.  The nominated holder of this agreement is 
Sefton MBC, Communities Department. It is based on the national template for 
Information sharing which forms part of the guidance issued on the Management of Police 
Information by ACPO and the Home Office. 

9. INDEMNITY

The signatories, as receivers of information, will accept total liability for a breach of this 
Information Sharing Agreement should legal proceedings be served in relation to the 
breach.

10. SUBJECT ACCESS PROCESS

Data subjects are legally entitled to request their records from the receiving agency under 
the Data Protection Act 2018, unless an exemption applies, for example where such 
disclosure of specific personal information would:

 Prejudice the apprehension/prosecution of another offender
 Prejudice the prevention/detection of a crime
 Identify a 3rd party, e.g. someone who provided the police with intelligence
 Prejudice the carrying out of social work, because it would be likely to cause 

serious harm to the physical or mental health of the data subject or another 
individual.

10.1 Freedom of Information 

Summary of Exemptions:
When a request for information is received under the Freedom of Information Act and the 
public authority has decided that some or all of the information requested could not be 
released, then an exemption has to be applied to it and the applicant advised of the 
decision. Twenty-three exemptions have been introduced. Six of them are absolute 
exemptions, which mean that there is no obligation to consider the request for information 
further.

Absolute Exemptions 
Section 21: Information accessible to applicant by other means
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Section 23: Information supplied by, or relating to, bodies dealing with security matters 
(a certificate signed by a Minister of the Crown is conclusive proof that the exemption is 
justified)
Section 32: Court records etc.
Section 34: Parliamentary privilege (a certificate signed by the Speaker of the House in 
respect of the House of Commons, or by the Clerk of the Parliaments in respect of the 
House of Lords is conclusive proof that the exemption is justified)
Section 41: Information provided in confidence
Section 44: Prohibitions on disclosure where a disclosure is prohibited by an enactment 
or would constitute contempt of court

In addition, two other exemptions are:

Partly Absolute
Section 40: Personal information (where the applicant is the subject of the information. 
The applicant already has the right of ‘subject access' under the Data Protection Act 2018; 
where the information concerns a third party and disclosure would breach one of the Data 
Protection Principles 
Section 36: Prejudice to effective conduct of public affairs (only applies to information 
held by House of Commons or House of Lords)

The rest of the exemptions are subject to the Public Interest Test –
"Where the public authority needs to balance the public interest in withholding the 
information against the public interest in releasing it". 
These are referred to as: 

Qualified Exemptions 
Section 22: Information intended for future publication
Section 24: National security (other than information supplied by or relating to named 
security organisations, where the duty to consider disclosure in the public interest does 
not arise)
Section 26: Defence
Section 27: International relations
Section 28: Relations within the United Kingdom
Section 29: The economy
Section 30: Investigations and proceedings conducted by public authorities
Section 31: Law enforcement
Section 33: Audit Functions
Section 35: Formulation of government policy etc.
Section 36: Prejudice to effective conduct of public affairs (except information held by 
the House of Commons or the House of Lords) 
Section 37: Communications with Her Majesty etc. and honours
Section 38: Health and safety
Section 39: Environmental information as this can be accessed through the 
Environmental Information Regulations
Section 40: Personal information.  People cannot access personal data about 
themselves under the Freedom of Information Act as there is already access to such 
information under the Data Protection Act 2018. Personal data about other people 
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cannot be released if to do so would breach the Data Protection Act
Section 42: Legal professional privilege
Section 43: Commercial interests

Information will not be disclosed where it concerns ongoing investigations, investigative 
methods, intelligence and the use of related operational techniques. The exemptions 
afforded by the Freedom of Information Act will be used where appropriate.

If a subject requests access to their records the receiving agency must contact the 
disclosing agency to determine whether the latter wishes to claim exemption. From this 
stage, the procedure should be fully documented using standard forms and copies stored 
on file.

11. WITHDRAWAL FROM SSCP

Any partner may withdraw from this agreement upon giving written notice to the other 
signatories; the withdrawing partner must continue to comply with the terms of this 
agreement in respect of any data obtained through being a signatory.

If an organisation is found to have breached the terms of this agreement then the SSCP 
partners will be informed and if necessary have the authority to formally write to the 
organisation to remove them from the SSCP process with immediate effect.

12. SIGNATORIES

Chief Officers formally agree to the following:
 To subscribe to the principles contained in the agreement
 To comply with all relevant legislation
 To work to the procedures identified within the agreement
 To fully implement the agreement within their own agency ensuring all staff know of its 

existence, to support the SSCP, and to support their attendance at any training event 
required

 To supply information within the bounds of this agreement at no financial cost to any of 
the other signatory agencies

 To contribute to the development of trust and confidence between the signatory agencies 
by working within the framework of the agreement to disclose, retain and dispose of data 
for the purpose of supporting the SSCP

By signing this agreement, all signatories accept responsibility for its execution and 
agree to ensure that staff are trained so that requests for information and the process of 
sharing itself is sufficient to meet the purpose of this agreement.

Agency
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Position in Agency

Print Name

Signature

Date
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Appendix A: LEGAL GROUNDS WHEN CONSIDERING SHARING 
                      INFORMATION WITHOUT CONSENT

Protection against disclosure

Legal Issues Source
Protection of personal data Data Protection Act 2018, GDPR
Duty of confidentiality Common Law
Right to private and family life Human Rights Act, Article 8

Main Lawful Grounds for Sharing Without Consent

Purpose Legal Authority
Prevention and detection of crime Crime and Disorder Act 1998
Prevention and detection of crime and/or 
the apprehension or prosecution of 
offenders

Schedule 2 Data Protection Act 2018 
(DPA)

To protect vital interests of the data 
subject; serious harm or matter of life or 
death

Article 6 GDPR, Schedule 1, DPA

For the administration of justice (usually 
bringing perpetrators to justice)

Schedule 2, DPA

For the exercise of functions conferred 
on any person by or under any 
enactment (police/social services)

Schedule 2, DPA

In accordance with court order
Overriding public interest Common Law
Child Protection – disclosure to social 
services or the police for the exercise of 
functions under the Children Act, where 
the public interest in safeguarding the 
child’s welfare overrides the need to 
keep the information confidential

Schedule 1, DPA

Right to Life
Right to be free from torture or inhuman 
or degrading treatment

Human Rights Act, Articles 2 & 3

Prevention of Abuse and Neglect The Care Act 2014
Person lacks the mental capacity to 
make the decision regarding consent

Mental Capacity Act 2005

Balancing Principles

Proportionate response
 Respective risks to those affected
 Pressing need
 Need to know of other agencies

See ‘Striking the Balance’: Practical 
Guidance on the application of Caldicott 
Guardian Principles to Domestic 
Violence and MARSOCs 
(Department of Health 2012)

Public interest in disclosure

Appendix B: Article 6 of the GDPR
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Article 6 reflects the requirement to make data processing legitimate. 
The conditions are:

1) That the data subject has given his consent to the processing
2) That the processing is necessary:

a) for the performance of a contract to which the data subject is a party, or,
b) for the taking of steps at the request of the data subject with a view to entering into a 

contract
3) The processing is necessary for compliance with any legal obligation to which the data 

controller is subject, other than an obligation imposed by contract
4) The processing is necessary in order to protect the vital interests of the data subject or 

another person
5) The processing is necessary for the performance of a public task carried out in the public 

interest or in the exercise of official authority vested in the controller 
6) The processing is necessary for the purpose of legitimate interests pursued by the                 

data controller or by a third party or parties to whom the data are disclosed, except where 
the processing is unwarranted in any particular cases by reason of prejudice to the rights of 
freedom or legitimate interests of the data subject

Appendix C: ARTICLE 9 of the GDPR and SCHEDULE 1 OF THE 
DATA PROTECTION ACT 2018
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The conditions which have to be satisfied before special category data can be fairly processed 
are:

1. That the data subject has given his/her explicit consent to the processing of the personal 
data

2.        (1) The processing is necessary for the purposes of exercising or performing any right or 
obligation which is conferred or imposed by law on the data controller in connection with 
employment

    
3. The processing is necessary: 

(a) In order to protect the vital interests of the data subject or another person, in any 
case where    consent cannot be given by or on behalf of the data subject, or,  
     

4. The processing: 
(a) is carried out in the course of its legitimate activities by anybody or association which

(i)  is not established or conducted for profit, and,
(ii) exists for political, philosophical, religious or trade union purposes;

(b) is carried out with appropriate safeguards for the rights and freedoms of data 
subjects
(c) relates only to individuals who either are members of the body or association or have 
regular contact with it in connection with its purposes, and,
(d) does not involve disclosure of the personal data to a third party without the consent 

of 
            the data subject
5. Processing relates to personal data which is manifestly made public by the data subject
6. The processing is necessary for the establishment, exercise or defence of legal claims 

or whenever courts are acting in their judicial capacity.
7. Processing is necessary for reasons of substantial public interest.
8. Processing is necessary for the purposes of preventative or occupational medicine.
9. Processing is necessary for reasons of public health
10. Processing is necessary for archiving, scientific or historical research purposes
11. The processing is necessary:

(a) for the administration of justice
(b) for the exercise of any functions conferred on any person by or under an 
enactment, or,
(c) for the exercise of any functions of the Crown, a Minister of the Crown or a 

                        government department

12. Processing is necessary for the prevention or detection of an unlawful act.
13. Processing is necessary for the prevention of fraud.
14. Processing is necessary for the purposes of a disclosure under the Terrorism Act 2000 

or section 339ZB of the Proceeds of Crime Act 2002
15. Processing is necessary for the purposes of protecting an individual from neglect or p

physical, mental or emotional well-being of an individual.

16. (1) The processing is necessary for medical purposes and is undertaken by:
(a) a health professional, or 
(b) a person who in the circumstances owes a duty of confidentiality which is 
equivalent to that which would arise if that person were a health professional;

(2) In this paragraph 'medical purposes' includes the purposes of preventative 
medicine, medical diagnosis, medical research, the provision of care and 
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treatment and the management of health care services;
17. (1) The processing: 

(a) is of special category personal data consisting of information as to racial or 
ethnic origin
(b) is necessary for the purpose of identifying or keeping under review the 
existence of absence of equality of opportunity or treatment between persons of 
different racial or ethnic origins, with a view to enabling such equality to be 
promoted or maintained
(c) is carried out with appropriate safeguards for the rights and freedoms of data 
subjects

18. The process is necessary for the exercise of any functions conferred on a person 
by any rule of law


